


 

Information Exchange Memorandum of Understanding  
Between the United States Department of Agriculture (USDA), Natural Resources Conservation Service (NRCS), and (Insert State or Local Agency)
Month, Day, Year
MOU-ST-FY008-##
Table of Contents

I. Introduction …………………………………………………………………..
Authority ……………………………………………………….………
Purpose ………………………………………………………………..
Scope ………………………………………………………………….. 
Audience …………………………………………………………….... 
II. Persons to Contact and Communication Protocol…………………… 
2.1
(Insert State or Local Agency) Technical & Administrative Liaison

2.2
NRCS Technical & Administrative Liaison ………………………
2.3
Communication Protocol……………………………………………

III. Terminating this Agreement ……………………………….
IV. Sensitive But Unclassified (SBU) Information Protection …………… 

Accessing/Transmitting data using NRCS Infrastructure ……
4.2      Access to USDA Computers and Facilities

4.3
Incident Reporting …………………………………………………..

    V.   References
I.
INTRODUCTION
This agreement by and between the United States Department of Agriculture, Natural Resources Conservation Service (NRCS) and (Insert State or Local Agency) is established to safeguard sensitive customer and employee information, while maintaining effective partnerships and continuing to provide quality services to conservation customers.

1.1
AUTHORITY
This agreement has been developed by the United States Department of Agriculture’s (USDA), Natural Resources Conservation Services.  The authority for this agreement is 7 USC 6962a. (Insert State or Local Agency) and NRCS have a mutual interest in the proposed work products and in further support of efficiently coordinating key information sharing and implementation activities.


1.2
PURPOSE

The intent of this agreement is to establish the term, conditions, and safeguards under which the Natural Resources Conservation Service (NRCS) will provide or receive data files and information to or from (Insert State or Local Agency) and to specify any details that may be required to provide overall security safeguards.  This agreement is to further strengthen partnership delivery services fairly and equitably, and to develop and maintain technical infrastructure while delivering high quality services to the public to enable resource stewardship.  This agreement is also intended to help partners avoid fragmentation of information management within the partnership as parties implement measures to safeguard sensitive customer and employee information.  Parties to this agreement acknowledge the important role non-federal partners play in recording and compiling files and information used by partners to serve customers.

1.3
SCOPE
This agreement presents general guidelines for sharing information.  Other forms of information exchange, such as the use of browser cookies to exchange information between Web portal sites, are beyond the scope of this agreement, although guidance contained herein may be useful for developing such exchanges.  In instances where NRCS computer systems are directly connected to (Insert State or Local Agency) a separate Interconnectivity Security Agreement (ISA) will be created, based on the general terms of this agreement.  This agreement will address private and sensitive and sensitive but unclassified data and can be used for guidance on securing systems with these data.  This agreement is also intended to support an accompanying ISA whose scope may range from basic to complex information interconnectivity, and which shall incorporate consideration for information systems already in place in (Insert State or Local Agency).  
1.4 AUDIENCE
This agreement is intended for system owners, data owners, program managers, security officers, system architects, system administrators, and network administrators who are responsible for planning approving, establishing, maintaining, or terminating system interconnection. (Insert State or Local Agency) employees who are authorized to access or input data using the NRCS infrastructure will adhere to NRCS security protocol. All users accessing NRCS infrastructure are subject to the terms and condition of this agreement.
II. Persons to Contact 

2.1
(Insert State or Local Agency) Technical and Administrative Liaison 

Name 
Address 1
Address 2
Telephone Number: 



Email Address: 

2.2       NRCS Technical and Administrative Liaison


Name 

Address 1

Address 2

Telephone Number: 



Email Address: 

2.3      Communication Protocol

Parties to this agreement shall prepare and execute a communications protocol to maintain open communication, and to ensure prompt notice and distribution of information and requirements related to this agreement and any accompanying ISA.  Respective Contact Persons shall be responsible for implementing the communications protocol, and shall keep the parties’ management, officers or leadership informed about issues and problems arising in fulfilling this agreement.  Parties to this agreement are encouraged to consult with their national affiliates or offices to ensure prompt sharing of information critical to this agreement.
III.
Terminating this Agreement
3.1.
This agreement is effective upon date of final signature and shall  remain in effect through (insert date). It may be renewed by amendment upon mutual agreement of the parties. 
3.2.  
This agreement may be temporarily suspended by NRCS if NRCS determines that corrective action by the recipient is needed to meet the provisions of this agreement.  

3.3.  
Any party may terminate this agreement at any time, however a written notice shall be provided at least 30 days in advance of the effective date of the termination in order to avoid service disruptions.

IV. 
SENSITIVE BUT UNCLASSIFIED (SBU) INFROMATION PROTECTION
The NRCS and (Insert State or Local Agency) house and process sensitive data, including information relating to the privacy of US citizens, payroll and financial transactions, proprietary  information and life/mission critical data.  It is essential that this information be properly handled, stored and protected from the risk and magnitude of loss or harm that could result from inadvertent and deliberate disclosure, alteration or destruction.  Data sensitivity is a measure of the importance and nature of the information processed, stored, and transmitted by an IT system to each organization’s mission and day-to-day operations.  The sensitivity of information can be addressed by analyzing the system requirement for confidentiality, integrity, and availability.  Table 1 below defines levels of concern for sensitive information.
TABLE 1: LEVELS OF CONCERNS FOR SYSTEM CRITCALITY/SENSITIVITIY

	
	LOW
	MODERATE 
	HIGH

	Confidentiality

Sensitive Information (Unclassified)
	Loss of confidentiality could have some negative impact on mission accomplishment.
	Loss of confidentiality could degrade mission accomplishment or create unsafe conditions that may result in injury or serious damage
	Loss of confidentiality could prevent mission accomplishment or create unsafe conditions that may result in loss of life or other exceptionally grave damage.

	Confidentiality

National Security Information (Classified)
	Not applicable
	Not applicable 
	Loss of confidentiality could cause exceptionally grave damage, serious damage or damage to the national security.

	Integrity 
	Loss of integrity could affect agency-level interests and have some negative impact on mission accomplishment.
	Loss of integrity could adversely affect agency-level interests, degrade mission accomplishment or create unsafe conditions that may result in injury or serious damage.
	Loss of integrity could adversely affect national-level interests, prevent mission accomplishment or create unsafe conditions that may result in loss of life or other exceptionally grave damage.

	Availability
	Loss of availability could affect agency-level interests have some negative impact on mission accomplishment.
	Loss of availability could affect agency-level interest, degrade mission accomplishment or create unsafe conditions that may result in injury or serious damage.
	Loss of availability could adversely affect national-level interests, prevent mission accomplishment or create unsafe conditions that may result in loss of life or other exceptionally grave damage.


As used in this agreement, sensitive but unclassified information is any information which the loss, misuse, or unauthorized access to or modification of which could adversely affect the national interest or the conduct of Federal, state or local programs, or the privacy to which individuals are entitled under Title 5 U.S.C Section 552a, but which has not been specifically authorized under criteria established by an Executive Order or an Act of Congress to be kept secret in the interest of the national defense or foreign policy.
Privacy of personal information relating to Natural Resource Conservation Programs will be in accordance with Section 1244 of Title II of the Farm Security and Rural Investment Act of 2002 (Public Law 107-171, 116 Stat. 235).  Personally Identifiable Information (PII) as defined by USDA is information that can be used to uniquely identify an individual.  The following are some examples of data which when combined with an individual’s name constitute PII.  For a decision on other data elements not indicated on this list, contact the USDA Chief Privacy Officer.

· Social Security number;

· Place of Birth;

· Date of birth;

· Mother’s maiden name:

· Biometric record (such as fingerprint, iris scan, DNA);

· Medical history information (including medical conditions and metric information, e.g. weight, height, blood pressure);

· Criminal history;

· Employment information to include ratings, disciplinary actions, performance elements and standards;

· Financial information;

· Credit card numbers;

· Bank account numbers; and

· Security clearance history or related information (Not including actual clearances held).

It is mutually agreed that the above PII is not releasable by any party to this agreement.  Otherwise, information is sharable or releasable in accordance with (Insert State or Local Agency) public records or open records laws.  (Insert State or Local Agency) acknowledges its intent and commitment to comply with its state public records or open records law to ensure public access to public information, and further acknowledges the need to comply with federal Freedom of Information Act requirements to ensure cooperator trust and protection.  Where necessary, parties shall include information handling provisions to account for any inconsistencies between federal and state public information legal requirements specific to that state in any accompanying ISA.    

4.1  ACCESSING/TRANSMITTING  DATA USING NRCS INFRASTRUCTURE
All NRCS information that is shared between (Insert State or Local Agency) and NRCS shall adhere to the following:
1. NRCS and (Insert State or Local Agency) shall ensure that their employees and contractors/agents understand that they are responsible for safeguarding shared information at all times.

2. During non-duty hours, SBU/SSI (Sensitive but Unclassified/Sensitive Security Information) shall be stored in a locked desk, file cabinet, or storage facility. The sensitivity of some information may require protection in a safe.

3. All SBU/SSI information transmitted via any media shall be encrypted in accordance with the Media Encryption Chart requirement outlined in Table 2.
4. SBU/SSI information with a high level of concern generally should not be discussed on telephones, pagers, cell phone or other wireless devices as they are not secure and the risk of interception of the transmission is great; using other than secure telephonic devices to discuss SBU/SSI information shall only be allowed where the degree of risk is understood and accepted by parties involved in the communication.  Secure fax should be used to transmit SBU/SSI with a high level of concern.
5. NRCS and (Insert State or Local Agency) shall analyze all information available or to be published on public Web pages to ensure that SBU/SSI information is not made available except as permitted by federal law.
6. NRCS and (Insert State or Local Agency) shall shred SBU/SSI documents of high level concern in lieu of disposing of them in the trash to prevent unauthorized disclosure.  IT media used to store sensitive information shall be rendered unreadable by approved methods or complete physical destruction prior to disposal.
7. Mobile systems, computers, and Personal Electronic Devices (PED) may be used to house SBU/SSI data only when required by official duties; this information must be encrypted during storage to protect against unauthorized disclosure. When the mobile system, computer, or PED is no longer required for official business, the SBU/SSI data must be removed with software to overwrite the sensitive information in accordance with USDA regulations.
8. NRCS and (Insert State or Local Agency) staff are prohibited from using personal home computers to store or transmit sensitive information.  Further, where telecommuting or working from home situations are permitted using public agency-owned computers and equipment, sensitive information shall be protected via encryption and other measures provided in 7 above. 
9. Care must be taken by NRCS and (Insert State or Local Agency) to avoid leaving SBU/SSI information readily available at workstations or on personal computer screens; SBU/SSI shall be stored on a password protected media such as disk, portable hard drive or zip drive in a locking desk drawer, file cabinet or locked office.
10. Access to SBU/SSI will be provided to employees with a Need-To-Know; when SB/SSI data must be shared with contractors and entities outside USDA a Non-Disclosure Agreement Form Attachment 1 must be executed by the information owner or NRCS Information System Security Program Manager (ISSPM) prior to granting access to the data. 
11. All Statements of Work (SOW) and Procurement Requests for IT services on systems that contain SBU/SSI information shall contain specific security requirements to include background investigations.
12. SBU/SSI information on paper or electronic media must be marked in a conspicuous manner with the following notice:  “Sensitive but Unclassified/Sensitive Security Information – Disseminate on a Need-To-Know Basis Only” electronic messages must be marked with this notice as well.

13. All Freedom of Information Act (FOIA) requests for SBU/SSI shall be processed in accordance with NRCS Policy and Federal regulations.
14. All (Insert State or Local Agency) state public records or open records law requests for information shall be processed in accordance with (Insert State or Local Agency) state public records or open records law requirements.  Any inconsistencies between federal and state public information legal requirements specific to that state shall be resolved on a case by case (state) basis, including specifics under any accompanying ISA where applicable.
TABLE 2: MEDIA ENCRYPTION CHART

	TRANSMISSION MEDIA
	ENCRYPTION REQUIRED
	COMMENTS

	Local Area Networks
	No
	If LAN is accredited

	E-mail
	Yes
	If transmitting SBU data

	Tail Circuit 
	Yes
	If transmitting SBU data

	Dedicated Circuits (Analog, Digital, Broadband, ATM, Frame Relay)
	Yes
	If transmitting SBU data

	Networks
	Yes
	If transmitting SBU data

	Infrared (Laptops, PDA’s)
	Yes
	If transmitting SBU data 

	Satellite
	Yes
	If transmitting SBU data within Footprint

	Microwave
	Yes
	If transmitting SBU data Node to Node

	Wireless (Radio, Cell Phones)
	Yes
	If transmitting SBU data


4.2
ACCESS TO USDA COMPUTERS and FACILITIES
Each person granted access to the USDA network shall;

· Access with a USDA Common Computing Environment (CCE) computer

· Have a CCE account

· Complete annual security awareness training 

· Have a completed background investigation on file.

(Insert State or Local Agency) access to certain NRCS applications is provided via accounts.  NRCS and (insert State and Local Agency) managers will monitor these accounts at least monthly to ensure users are added or removed based on the principle of least privilege. 

NRCS and (Insert State or Local Agency) employees who have a (laptop) computer on the USDA network or work in a USDA facility will be issued smart cards called “LincPass” by NRCS.  LincPass cards will be used for electronic access to personal computers and eventually access to facilities.  These cards are required in order to comply with Homeland Security Presidential Directive 12, (HSPD-12).  NRCS and (Insert State or Local Agency) administrators will authorize and approve the issuance of LinPass Cards and shall be responsible for collecting and turning them in when an employee is separated or is otherwise denied access to equipment or facilities.
4.3
INCIDENT REPORTING
(Insert State or Local Agency) employees shall report the loss or suspected loss of SBU or PII to the (Insert State or Local Agency) Systems Security point of contact immediately when they become aware of the loss or suspected loss.  The (Insert State or Local Agency) Systems Security point of contact shall contact the NRCS Incident Response Team 24 hour phone number at 202-657-8111 and e-mail at nrcs.security@usda.gov.  If PII or LincPass (when applicable) is lost or is suspected to have been lost the (Insert State or Local Agency) employee or the Systems Security Point of contact shall also immediately call the USDA Security Hotline 1-888-926-2373 and e-mail at cyber.incidents@usda.gov.   
When calling, be prepared to answer questions regarding the loss or theft, including: 

· who, what, when, and where, 

· what type of information was stored on the equipment, and 

· specifically, if the device contains sensitive and PII information 
(Insert State or Local Agency) employees shall report any type of lost/stolen files, media, equipment or paper-based data including; computer files, computers, PED (Blackberry, PDA, and cell phones), removable storage media (Zip/Thumb/Jump Drives), external hard drives, or paper-based data that may contain SBU or PII information. Questions concerning what Personally Identifiable Information (PII) is may be addressed via e-mail to www.usdapii.gov or by calling toll-free 877-744-2968.
Table 3: USDA Reporting Requirements and Categorization of Security Incidents

	Category
	Example
	Description
	Priority
	Agency Reporting Timeframe to CS
	CS Reporting Timeframe to US-Cyber Emergency Response Team (CERT)

	CAT 1
	1.1 Unauthorized Access

1.2 Equipment Loss

1.3 Network Intrusion

1.4 Non privileged Account or System Access

1.5 Privileged Account or System Access

1.6 Paper-Based Resource loss (w/ PII)

1.7 Portable Electronic Devices (w/PII)

1.8 Government authorized credit card
	An individual gains logical or physical access without permission to a federal agency network, system, application, data, or other resource. This includes lost or stolen paper-based resources with PII data, and portable electronic devices (i.e., personal digital assistant (PDA), Universal Serial Bus (USB) devices, etc.). 
	High
	Upon detection
	USDA must report this to US-CERT within one hour of discovery/ detection.

	CAT 2
	Denial of Service (DoS)
	An attack that successfully prevents or impairs the normal authorized functionality of networks, systems or applications by exhausting resources. This activity includes being the victim of or participating in the DoS.
	High
	Upon detection
	USDA must report this to US-CERT within two hours of discovery/ detection if the successful attack is still ongoing and the agency is unable to successfully mitigate the activity.

	CAT 3
	3.1 Malicious Code

3.2 Spyware/Malware

3.3 Virus/Trojan/Logic Bomb/Trap Door/Worm
	Successful installation of malicious software (i.e., virus, worm, spyware, bots, Trojan horse, or other code-based malicious entity) that infects or affects an operating system or application.
	High
	Upon detection
	USDA must report this to US-CERT within one hour of discovery/ detection if it is widespread across USDA.

	CAT 4
	4.1 Improper Usage

4.2 Policy Violation
	Any violation of USDA Policy. This includes peer to peer activity and viewing inappropriate content on the Internet.
	Medium
	Within two days
	USDA must report this to US-CERT weekly.

	CAT 5
	5.1 Brute Force Attack

5.2 Port Scans

5.3 Social Engineering

5.4 Social Engineering Phishing

5.5 Probes

5.6 Attempted Access
	Internet Activity that seeks to access or identify federal agency computers, open ports, protocols, services, or any combination thereof for later exploit. This activity does not directly result in a compromise or denial of service.
	Low or High
	Within two days unless PII is involved, then upon detection
	USDA must report this to US-CERT monthly unless PII data is involved. PII data compromises must be reported within one hour.

	CAT 6
	Investigation
	Unconfirmed incidents that may be potentially malicious or anomalous activity deemed by the reporting entity to warrant further review.
	Low
	Not applicable, and not reported
	Potential incidents are not reported to US-CERT.


References
GAO Information Security Report, January 2004, GAO-04-154

“Sensitive data, including personnel, customer accounts, and financial information”

“Sensitive data—including information relating to the privacy of U.S. citizens, payroll and financial transactions, proprietary information, agricultural production and marketing estimates, and other mission critical data”

THE PRIVACY ACT OF 1974

The term "record" means any item, collection, or grouping of information about an individual that is maintained by an agency, including, but not limited to, his education, financial transactions, medical history, and criminal or employment history and that contains his name, or the identifying number, symbol, or other identifying particular assigned to the individual, such as a finger or voice print or a photograph;

…establish appropriate administrative, technical and physical safeguards to insure the security and confidentiality of records and to protect against any anticipated threats or hazards to their security or integrity which could result in substantial harm, embarrassment, inconvenience, or unfairness to any individual on whom information is maintained

Farm Bill 2002
Information…that is proprietary (i.e. trade secrets and commercial or financial information obtained from the person) to the agricultural operation or land that is a part of an agricultural operation of the owner, operator, or producer…shall not be considered to be public information; and shall not be released to any person or Federal, State, local agency or Indian tribe outside the Department of Agriculture.

OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002

An agency shall …conduct a privacy impact assessment… before developing or procuring information technology that collects…information that permits the identity of an individual to whom the information applies to be reasonably inferred by either direct or indirect means…including any information permitting the physical or online contacting of a specific individual.

Direct:   name, address, SSN, other identifying number or code, telephone number, email address

Indirect:  combination of gender, race, birth date, geographic indicator, other descriptors

Fair Credit Reporting Act   (16 CFR Part 603.2)

(a) The term “identity theft” means a fraud committed or attempted using the identifying information of another person without authority.

(b) The term “identifying information” means any name or number that may be used, alone or in conjunction with any other information, to identify a specific person, including any--

(1) name, social security number, date of birth, official State or government issued driver's license or identification number, alien registration number, government passport number, employer or taxpayer identification number;

(2)
unique biometric data, such as fingerprint, voice print, retina or iris image, or other unique physical representation;

(3) unique electronic identification number, address, or routing code; or

(4) telecommunication identifying information or access device (as defined in 18 U.S.C. 1029(e)).

National Institute of Standards and Technology (NIST) Special Publication 800-47, Security Guide for Interconnecting Information Technology Systems. 

USDA OCIO Cyber Security Departmental Manual, Information Technology Systems, DM3550-002, Chapter 10, Part 2, Sensitive but Unclassified (SBU) Information Protection. 

Departmental Regulation 3440-002, Control and Protection of “Sensitive Security Information” --
“This regulation establishes USDA procedures for identifying unclassified but sensitive information and safeguarding it against unauthorized use and disclosure.”

FIPS PUB 201-1, Federal Information Processing Standards Publication, “Personal Identity Verification (PIV) of Federal Employees and Contractors.
Homeland Security Presidental Directory/HSPD-12, Policy for a Common Identification Standard for Federal Employees and Contractors.
(Insert State or Local Agency) public records or open records law – INSERT HERE

The parties to this agreement assure that the program or activities provided for under this agreement shall be conducted in compliance with all applicable Federal civil rights laws, rules, regulations, and policies.
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Natural Resources Conservation Service
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